
 

 
Sourcefire 3D™ System Certification Study Guide 

Candidates that successfully complete the requirements of the Sourcefire 3D System certification have 
distinguished themselves as having in-depth and thorough knowledge of Sourcefire products and their 
underlying technical concepts.  

This exam consists of 100 random questions with a 3 hour time limit.  Each student is guaranteed 2 
attempts within the 60 day subscription period to pass the exam.  After successfully passing the exam, 
certificates are available within 48 hours of achieving a score of 70% or better.  An email with detailed 
instructions will be sent to the student for receiving a passing grade. 

The proficiencies assessed in this certification program are as follows: 

IDS/IPS & RNA Technology: 
 Understand what is meant by the term “Correlation” 
 Know basic security principals and attack techniques 
 Understand the various IDS/IPS evasion techniques 
 Be familiar with the basics of TCP/IP network protocols 
 Understand Impact and what data is required to calculate it 
 Be familiar with the Sourcefire Intrusion Sensor, Sourcefire RNA and Sourcefire Defense Center 

architectural components 

System Settings, Policy & Health Monitoring: 
 Understand the functionality of the Access List configuration 
 Know the effect certain settings may have on the performance of the Defense Center 
 In general, be familiar with the various Defense Center/Intrusion Sensor/RNA system policy 

settings 
 Know the various options for managing time synchronization between Sourcefire 3D System 

devices 
 Be able to define what is meant by a System Policy 
 Understand the various options for database management for the various Sourcefire 3D System 

components 
 Know the types of policies available on the Sourcefire 3D System and what each one does 
 Be familiar with how the various health policy color codes help administrators determine the 

health state of the installation at-a-glance 
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Sensor Management: 
 Know the communications architecture between the Defense Center and sensors and their 

associated settings 
 Understand how licenses are applied to the various components of the Sourcefire 3D System 
 Be familiar with the process of mounting sensors to the Defense Center 
 Understand the various detection modes and how they relate to sensor deployments 
 Understand the implications of remotely resetting components and which processes can be 

remotely reset through the Sourcefire 3D System interface 
 Understand the concept of detection resources and how it relates to interface sets and sensor 

deployment options 
 Be familiar with the in-line vs. passive Intrusion Sensor deployments 
 Know the configuration options specific to in-line Intrusion Sensor deployments 

Administration & Maintenance: 
 Know how the backup & restore features work and the various options you can exercise relative 

to this functionality 
 Be familiar with the various options for setting user preferences  
 Understand the concept of Workflows 
 Understand how user preference settings relate to user accounts 
 Understand how rules are updated and system upgrades/patches are applied 
 Know the features and functionality of the Audit and Syslog systems 
 Be familiar with the system statistics information and which statistics are monitored 
 Understand the capabilities of the Task Scheduling feature and the sequences in which certain 

tasks must be performed 
 Know how to access and use the Task Queue feature 
 Be familiar with the help system and how to obtain information from it 
 Understand the elements of a user account that can be managed  
 Be familiar with the various levels of user access and what elements of the system each access 

level can control 
 Understand the basic process for setting up LDAP-based user account access 
 Know the protocols involved in managing and administering the Sourcefire 3D System  

Event Analysis: 
 Understand how to use the various navigational elements of the Sourcefire 3D System user 

interface 
 Know how to leverage the functionality of the Bookmark feature 
 Know the various ways you can navigate from one type of alert table to another 
 Be familiar with the various options for setting user preferences 
 Know the implications of removing and excluding hosts from RNA 
 Know the elements of RNA events, host profiles, network maps, client application maps, service 

maps and vulnerability maps 
 Understand the concept of RNA flow data 
 Be familiar with the summary pages for both RNA and Intrusion Sensor events 
 Understand how to leverage the user interface for exploring events 
 Know how to use the reporting feature and time range information is obtained by default 
 Understand the concepts behind the Impact Flag and how the icons show in the interface to let an 

administrator know the implications of a given event 
 Know the output options for the reporting engine 
 Know the various ways reports can be generated 
 Be familiar with the functionality of the clipboard and its various uses in the Sourcefire 3D System 
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Intrusion Policy: 
 Know the elements of an intrusion policy and how you go about creating and managing existing 

policies 
 Be familiar with the general architecture of the Intrusion Sensor’s detection engine and how data 

flows through it 
 Be familiar with the different kinds of preprocessors and what they do 
 Understand the concept of normalization  
 Know the configuration settings and options for preprocessors 
 Understand how values are applied to policy variables 
 Be familiar with the options for applying thresholds and alert suppression 
 Know the various alert output options 

Rules: 
 Be familiar with rule options 
 Know how to search for content in network traffic through the content option and its modifiers 
 Have a basic understanding general rule options 
 Be prepared to work though content option examples 

Active Scanning: 
 Understand the principals of vulnerability scans 
 Understand the principals of port scanning and OS detection with Nmap 
 Know the configuration and setup of Nessus  
 Be familiar with the architectural implementation of Nessus and Nmap in the Sourcefire 3D 

System 
 Know how to execute both Nmap and Nessus scans 

Enterprise Awareness: 
 Be familiar with the operation and options related to flow summary graphs 
 Understand the workings of the profiling feature and its configuration options 
 Be familiar with RUA architecture and its configuration 
 Understand how to access and view the various types of RNA events 
 Know the available alert types for compliance policy events 
 Be familiar with the elements of a compliance policy 
 Understand the concept of “Remediation” 
 Understand the process of constructing compliance policy rules 
 Know how to access compliance policy events 
 Understand the White List capability and how to configure it 
 Know how to view White List violations 
 Familiarize yourself with the concept of host attributes and how they relate to White Lists 

Sourcefire 3D General: 
 Understand the fundamentals of tuning strategies 
 Know how proper variable configuration plays a role with respect to sensor performance 
 Be familiar with the general process of using the troubleshoot.pl script 
 Know the general structure of the feedback produced by the troubleshoot.pl script 
 Know how to configure Estreamer output 
 Understand the structure of remediation modules 

 
 
 
 
Sample Questions: 
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1. Given a packet that contains the string “silkworm” detected in a telnet data stream and the 
following two rules: 
 
alert tcp any any -> any 23 (msg:”Silk1”; content:”silk”;) 
alert tcp any any -> any any (msg:”Silk2”; content:”silkworm”;) 
 
Which rule contains the most specific content item and would be selected first if the detection 
engine had to decide which one to alert on? 

a. Silk1 

b. Silk2 

c. They would alert concurrently 

d. There is no match 
 

2. Of the HTTP_Inspect options listed below, which is NOT a global option? 

a. ports 

b. proxy_alert 

c. detect_anomalous_servers 

d. None of the above 
 

3. A buffer overflow attack can result in which of the following outcomes? 

a. Elevated privileges on the target host 

b. Denial of service on the target host 

c. Both A & B 

d. Neither A or B 
 
 

4. Which of the following represents the management port number? 

a. 443 

b. 23 

c. 8301 

d. 8305 
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5. The mechanism in TCP/IP used to track which fragments belong to a given stream is … 

a. Fragment offset 

b. Fragment flag bits 

c. Fragment identification 

d. Fragment options 
 

Answer Key: 
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 1. A | 2. A | 3. C | 4. D | 5. C 

 
 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [3800 3800]
  /PageSize [612.000 792.000]
>> setpagedevice


